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LITERATURE REVIEW

Web privacy measurement is a nascent field, with significant contributions developed by academic
computer scientists and others interested in discovering tracking vectors and quantifying them. At Web
Privacy Measurement 2012, leaders in the field will attempted to formalize these efforts.

The Electronic Privacy Information Center made the earliest attempts to enumerate privacy practices in a
systematic fashion. In June 1997, it released Surfer Beware: Personal Privacy and the Internet, a survey of
the top 100 websites. Only 17 of the top 100 websites had privacy policies. Twenty-‐‑three sites used
cookies, although it appears that EPIC used a “surface crawl” to detect those cookies, meaning that it only
visited the homepage of the site and did not click other links. By 2009, Soltani et al. found cookies on 98
of the top 100 sites, and by 2011, Ayenson et al. found cookies on all 100 most popular sites (see
discussion below).

In Surfer Beware II: Notice is Not Enough, published in June 1998, EPIC surveyed websites of companies
that had recently joined the Direct Marketing Association. At the time, the Direct Marketing Association
(DMA) had committed to basic privacy protections, including notice and an ability for consumers to opt
out. EPIC found that there were 76 new members of the DMA, but only 40 had websites. Of those 40, all
collected personal information. Only eight of the sites had a privacy policy

The Federal Trade Commission conducted the first large-‐‑scale privacy measurement study in Privacy
Online: A Report to Congress. Released in June 1998, the Commission studied the privacy practices of
1,402 websites, using a sophisticated sample procedure to ensure that a variety of consumer-‐‑oriented
websites were studied (health, retail, financial, sites directed to children, and the most popular websites).
The FTC found that, “the vast majority of Web sites -‐‑-‐‑ upward of 85% -‐‑-‐‑ collect personal information from
consumers. Few of the sites -‐‑-‐‑ only 14% in the Commission's random sample of commercial Web sites -‐‑-‐‑
provide any notice with respect to their information practices, and fewer still -‐‑-‐‑ approximately 2% -‐‑-‐‑
provide notice by means of a comprehensive privacy policy.”

In EPICʼ’s Surfer Beware III: Privacy Policies without Privacy Protection, the group surveyed the practices of
100 ecommerce sites. This was the most comprehensive, but last of the EPIC surveys. It evaluated sites for
compliance with a full range of fair information practices, such as whether the site collected personal
information, whether the site linked to a privacy policy, whether the site had agreed to a seal program, and
whether users had access and correction rights for personal information. Eighty-‐‑six of the sites used
cookies, 18 lacked privacy policies, and 35 had some form of network advertiser active on the site. The
text of the report makes it clear that EPIC evaluated both the privacy politics of these sites and tested them
to see whether they were setting cookies. However, it is unclear whether EPIC performed a surface crawl of
just the homepage or a deeper crawl that explored more of the site.

In May 2000, the Federal Trade Commission released a survey of sites that detected third party cookies. In
its study, the FTC drew from two groups of websites: those with over 39,000 visits a month and a second
sample of popular sites (91 of the top 100). The FTC found that, “57% of the sites in the Random Sample
and 78% of the sites in the Most Popular Group allow the placement of cookies by third parties…. The
majority of the third-‐‑ party cookies in the Random Sample and in the Most Popular Group are from network
advertising companies that engage in online profiling.”

In a multiple-‐‑year study of 1,200 websites, Bala Krishnamurthy and Craig Wills found increasing collection
of information about users from an increasingly concentrated group of tracking companies. Krishnamurthy
and Wills describe what we call “DNS aliasing” in their paper (this was also described in their 2006 paper), a
practice where, “…what appeared to be a server in one organization (e.g. w88.go.com) was actually a DNS
CNAME alias to a server (go.com.112.2o7.net) in another organization (Omniture).” They found a massive
increase in such aliasing: “…the percentage of first-‐‑party servers with multiple top third-‐‑party domains
has risen from 24% in Octʼ’05 to 52% in Sepʼ’08…This increase is significant because it shows that now for a
majority of these first-‐‑party servers, users are being tracked by two and more third-‐‑party entities.” It is
also significant because through DNS aliasing, tracking companies can present cookies to users directly as
first parties, thereby circumventing third party cookie blocking.

Through decoding aliased domains, Krishnamurthy and Wills found that third party trackers were becoming
more concentrated. Sampling from five periods, concentration grew from 40% in October 2005 to 70% in
September 2008. Further, they found that, “The overall share of the top-‐‑five families: Google, Omniture,
Microsoft, Yahoo and AOL  extends to more than 75% of our core test set with Google alone having a
penetration of nearly 60%.”

In June 2009, Gomez et al. published the KnowPrivacy report. The report focused on several areas of
consumer privacy, and featured a large-‐‑scale crawl of sites based upon data from Ghostery. Google-‐‑owned

trackers were present on over 88% of a sample of 393,829 distinct domains. Further, in a survey of the top
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trackers were present on over 88% of a sample of 393,829 distinct domains. Further, in a survey of the top
100 sites, Google Analytics appeared on 81 of them.

In August 2009, Soltani et al. demonstrated that popular websites were using “Flash cookies” to track
users. Some advertisers had adopted this technology because it allowed persistent tracking even where
users had taken steps to avoid web profiling. Soltani et al. also demonstrated “respawning” on top sites
with Flash technology. This allowed sites to reinstate HTTP cookies deleted by a user, making tracking
more resistant to usersʼ’ privacy-‐‑seeking behaviors. In a survey of the top 100 sites according to Quantcast,
Soltani et al. found 3602 cookies set on 98 of the top 100 sites. They also found 281 Flash Cookies set on
54 of the top 100 sites.

In July 2010, Julia Angwin, Tom McGinty, and Ashkan Soltani of the Wall Street Journal reported that in a
scan of the top 50 sites, 3,180 “tracking files” (this comprised HTTP cookies, Flash cookies, and web
beacons) were detected. Twelve sites set over 100 each.

In 2010, Michael Coates surveyed the top 1,000 websites in order to determine how many were using
HTTPS. Coates sent a basic HTTPS request to these sites, and they responded with 559 cookies. Coatesʼ’
method appeared to not collect any third party cookies.

Flash cookies have become a major focus of research. In 2001, McDonald and Cranor of Carnegie Mellon
investigated the presence of Flash cookies on websites. They found a dramatic decline from the Soltani et
al. investigation in 2009. McDonald and Cranor found Flash cookies on only 20 of the top 100 sites. They
were also careful to attempt to determine whether Flash cookie values were unique or not—six of the top
100 sites had Flash cookies that were not unique, and thus probably not used to track individuals.

Krishnamurthy et al. have made significant contributions to the study of privacy “leakage.” In a study of
websites that required registration, they found that a majority of the popular sites they analyzed “directly
leak sensitive and identifiable information to third-‐‑party aggregators.” The problem they identified was
widespread: “56% of the 120 popular sites in our study (75% if we include userids) directly leak sensitive
and identifiable in formation to third-‐‑party aggregators.”

In July 2011, Stanford Law/Computer Science graduate student Jonathan Mayer released “FourthParty,” an
“open-‐‑source platform for measuring dynamic web content.” Mayer has posted the raw data from web
crawls made with the platform, and has released two reports flowing from the system. In the first, Mayer
tested how members of the Network Advertising Initiative (NAI) interpret opt outs. The NAI considers the
scope of opt out rights to pertain only to targeting ads, not to tracking. Thus, if a consumer opts out, NAI
members may still track them. Mayer found that half of the NAI members tested (N=64) still used tracking
cookies after an opt out was expressed.

In the second, Mayer found that in developing FourthParty, he detected “browser history stealing.” This is a
practice where a website, “exploits link styling to learn a user's web browsing history. The approach is
simple: to test whether the user has visited a link, add it to a page and check how it's styled.”

In August 2011, Ayenson et al. surveyed the top 100 web sites, simulating a user session by clicking on 10
random links on each site. Cookies were detected on all top 100 sites. The group found 5,675 cookies,
4,615 of which were set by third parties. Six-‐‑hundred third-‐‑party hosts were detected. Google-‐‑controlled
cookies were present on 97 of the top 100 sites, including popular government websites.

Ayenson et al. found that 17 sites were using HTML5 local storage, and seven of those sites had HTML5
local storage and HTTP cookies with matching values. Flash cookies were present on 37 of the top 100
sites.

In October 2011, Jonathan Mayer tested signup and interaction on 185 of the Quantcast top 250 sites.  He
found 113 of the sample leaked userids or usernames to third parties.

REVERSE TIMELINE

Study Year Major Finding Sample Size

 Mayer  2011  Most popular websites were "leaking"
usernames and userids to third parties.

 185 of the
Quantcast top 250

Ayenson et al. 2011 5675 HTTP cookies detected, 4615 of
which were third party.  37 sites with
100 Flash cookies detected.  All top
websites had cookies.

Top 100 sites, 10-‐‑
click user session
simulated

Mayer 2011 Network Advertising Initiative members
continued to use tracking cookies after
opt out

64 of the Network
Advertising
Initiative Members

Krishnamurthy &
Wills

2011 Majority of popular websites with
registration leaking personal data to
third parties

Array of popular
websites that
required
registration

McDonald & Cranor 2011 Flash cookies present on 20 of top 100
sites

Surface crawl of
homepages of top

100 sites
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100 sites

Coates 2010 559 first party cookies detected Limited HTTPS
request to top
1,000 sites

Angwin et al. (Wall
Street Journal What
They Know)

2010 3,180 tracking mechanisms detected. 
Only one site lacked cookies.

Top 50 sites, 20-‐‑
click user session
simulated

Gomez et al.
(KnowPrivacy Report)

2009 Google-‐‑owned web beacons were
present on 88% of a large sample of
websites

393,829 unique
domains

Soltani et al. 2009 3602 HTTP cookies detected, 281 Flash
cookies detected.  98 of the top 100
sites had cookies.

Top 100 sites, 10-‐‑
click user session
simulated

Krishnamurthy et al. 2009 Large increase in DNS aliasing;
penetration of major third party trackers
to 75% of sample sites

1,200 sites scanned
over four years

FTC 2000 57% of the sites in the Random Sample
and 78% of the sites in the Most Popular
Group set cookies.

Random sample of
335 sites and 91 of
top 100 sites

EPIC Surfer Beware III 1999 86 used cookies. 100 ecommerce
sites

FTC Privacy Online 1998 Most websites collect personal info, but
only 14% have privacy notices

1,400

EPIC Surfer Beware II 1998 Few of the newest DMA members had
privacy policies

New DMA members

EPIC Surfer Beware I 1997 Homepages of 23 sites used cookies Top 100
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